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Validating App Store Receipts

Important: This is a preliminary document. Although it has been reviewed for technical accuracy,
it is not final. Apple is supplying this information to help you adopt the technologies and
programming interfaces described herein. This information is subject to change, and software
implemented according to this document should be vetted against final documentation. For
information about updates to this document, go to the Apple Developer website.

You can add receipt validation code to your application to prevent unauthorized copies of your
application from running. Refer to the license agreement and the review guidelines for specific
information about what your application may and may not do to implement copy protection.

Receipt validation requires an understanding of cryptography and a variety of secure coding
techniques. It's important that you employ a solution that is unique to your application.

You should perform receipt validation immediately after your application is launched, before
displaying any user interface or spawning any child processes. Ideally, this check should happen in
main, before NSApplicationMain is called. For additional security, you may repeat this check
periodically while your application is running.
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Locate and Parse the Receipt

When an application is installed from the App Store, it contains a receipt that is cryptographically
signhed, ensuring that only Apple can create valid receipts. The receipt is stored inside the application
bundle. For example, if your application is named SampleApp, your receipt is located at:

.../SampleApp.app/Contents/ MASReceipt/Receipt
The receipt is a binary file with the structure shown in Figure 1-1.

Figure 1-1 Structure of an App Store receipt
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The outermost portion is a PKCS #7 container, as defined by RFC 2315, with its payload encoded
using ASN.1 (Abstract Syntax Notation One), as defined by ITU-T X.690. The payload is composed of
a set of receipt attributes. Each receipt attribute contains a type (an ASN.1 INTEGER), a version (an
ASN.1 INTEGER), and a value (encoded as an ASN.1 OCTET STRING). Table 1-1 lists the documented
receipt attribute types. Ignore all receipt attributes with types that do not appear in this table—their
contents may change at any time.

Table 1-1 Receipt attribute types

2 Bundle identifier Interpret as an ASN.1 UTF8STRING.

3 Application version | Interpret as an ASN.1 UTF8STRING.

4 Opaque value Interpret as a series of bytes.

5 SHA-1 hash Interpret as a 20-byte SHA-1 digest value.

The format of the payload is as shown in Listing 1-1. You can generate C code with data type
declarations and functions for encoding/decoding the payload using the asnic tool. (You may have
to install asnic first; it is available from several sources online.) Save the listing to a file and, in
Terminal, run the following command:

asnlc -fnative-types filename



Listing 1-1 ASN.1 Description of the payload format

ReceiptModule DEFINITIONS ::=

BEGIN
ReceiptAttribute ::= SEQUENCE {
type INTEGER,

version INTEGER,

value OCTET STRING

Payload ::= SET OF ReceiptAttribute

END

Compute the Hash of the GUID

Use the method described in “Get the Computer’s GUID” to fetch the computer’s GUID. To compute
the hash, first concatenate the GUID value with the opaque value (the attribute of type 4) and the
bundle identifier. Be sure you use the raw bytes from the receipt. Then compute the SHA-1 hash of
this concatenated series of bytes.

Validate the Receipt

Perform the following tests, in order:

1. Look for the receipt. If no receipt is present, verification fails.
2. Verify that the receipt is properly signed by Apple. If it is not signed by Apple, verification fails.

3. Verify that the bundle identifier matches the value for cFBundleIdentifier in the
Info.plist file. If they do not match, verification fails.

4. Verify that the version identifier string in the receipt matches the value for
CFBundleShortVersionString in the Info.plist file. If they do not match, verification fails.

5. Compute the hash of the GUID as described in “Compute the Hash of the GUID”. If the
result does not match the hash in the receipt, verification fails.

If all of the tests pass, verification passes.

Note: Bundle identifiers and version identifier strings are UTF-8 strings, not just a series of bytes.
Make sure you code your comparison logic accordingly.

Exit If Validation Fails

Validation can fail for a variety of reasons. For example, when users copy your application from one
computer to another, the GUID no longer matches, causing receipt validation to fail.

If validation fails, call exit with a status of 173. This status notifies the system that your application
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has determined that its receipt is invalid. At this point, the system attempts to get a valid receipt and
may prompt for the user’s iTunes credentials.

If the system can get a valid receipt, it relaunches the application. Otherwise, it displays an error
message to the user, explaining the problem.

Set a Minimum System Version

If you implement receipt validation, include the LsMinimumSystemvVersion key in your application’s
Info.plist file with a value of 10.6.6 or greater. If receipt validation fails on older versions of Mac
OS X, your application quits immediately after launch with no explanation to the user. Older versions
of Mac OS X do not interpret the exit status of 173, so they do not try to obtain a valid receipt or
display any error message.

Protect Your Validation Check

Remember that an attacker may try to circumvent the validation code by patching your application
binary or altering the basic operating system routines that the validation code depends upon.
Resilience against these types of attacks requires a variety of coding techniques, for example:

» Inline the code for cryptographic checks instead of using the APIs provided by the system.

= Avoid simple code constructions that provide a trivial target for patching the application
binary. For example, avoid writing code like the following:

if (failedValidation) {

exit(173);

» Implement code robustness techniques, such as obfuscation. If every application uses the
exact same instructions for performing validation, this common code signature can be targeted
by tools that patch application binaries.

= Ensure that your application stops running even if the exit function fails to terminate your
application.

Validate During the Development Process

When the App Store is open for submissions, you will be able to download a tool to facilitate
application testing. With this tool installed, perform the following actions to test your application:

1. Make sure you have Internet access so you can connect to Apple’s servers.
2. Launch your application by double-clicking on it (or in some way cause Launch Services to
launch it).

At this point, the following occurs:

= Your application fails to validate its receipt because there is no receipt present, and exits with
a status of 173.

= The system interprets the exit status and attempts to obtain a valid receipt. Assuming your
application signing certificate is valid, the system installs a valid receipt for the application.
The system may prompt you for your iTunes credentials.



= The system relaunches your application, and your application successfully validates the receipt.

With this development receipt installed, you can launch your application by any method—for
example, with gdb or the Xcode debugger.

Implementation Tips

This section contains several code listings to help you implement receipt validation.

Get the Computer’s GUID

Follow the steps in Listing 1-2 (or even use this exact same code), so that the method you use to get
the GUID in your validation code is exactly the same as the method used when the application’s
receipt was created.

Listing 1-2 Get the computer’s GUID

#import <IOKit/IOKitLib.h>

#import <Foundation/Foundation.h>

// Returns a CFData object, containing the computer's GUID.

CFDataRef copy mac_address(void)

{
kern return t kernResult;
mach port t master port;
CFMutableDictionaryRef matchingDict;
io_iterator_t iterator;
io_object_t service;
CFDataRef macAddress = nil;

kernResult = IOMasterPort (MACH PORT NULL, &master port);
if (kernResult != KERN_SUCCESS) {
printf("IOMasterPort returned %d\n", kernResult);

return nil;

matchingDict = IOBSDNameMatching(master port, 0, "en0");
if (!matchingDict) {
printf("IOBSDNameMatching returned empty dictionary\n");

return nil;

kernResult = IOServiceGetMatchingServices(master port, matchingDict,
&iterator);

if (kernResult != KERN_SUCCESS) {
printf("IOServiceGetMatchingServices returned %d\n", kernResult);

return nil;



while((service = IOIteratorNext(iterator)) != 0) {

io_object_t parentService;

kernResult = IORegistryEntryGetParentEntry(service, kIOServicePlane,
&parentService);
if (kernResult == KERN_SUCCESS) {

if (macAddress) CFRelease(macAddress);

macAddress = IORegistryEntryCreateCFProperty(parentService,
CFSTR("IOMACAddress"), kCFAllocatorDefault, 0);
IOObjectRelease(parentService);

} else {
printf("IORegistryEntryGetParentEntry returned %d\n", kernResult);

IOObjectRelease(service);

return macAddress;

Parse the Receipt and Verify Its Signature

Use the following code listings as an outline of one possible implementation using OpenSSL and
asnlc. These listings are provided to guide you as you write your own code by highlighting relevant
APIs and data structures, not to use as a copy-and-paste solution. This process consists of the

following tasks:
1. Verify the signature (Listing 1-3).
2. Parse the payload (Listing 1-4).
3. Extract the receipt attributes (Listing 1-5).
4. Compute the hash of the GUID (Listing 1-6).

Listing 1-3 Verify the signature using OpenSSL
/* The PKCS #7 container (the receipt) and the output of the verification. */
BIO *b p7;
PKCS7 *p7;

/* The Apple Root CA, as raw data and in its OpenSSL representation. */
BIO *b x509;
X509 *Apple;

/* The root certificate for chain-of-trust verification. */

X509 STORE *store = X509 STORE_new();
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/* ... Initialize both BIO variables using BIO new mem buf() with a buffer and
its size ... */

/* Initialize b_out as an output BIO to hold the receipt payload extracted
during signature verification. */

BIO *b_out = BIO_new(BIO_s mem());

/* Capture the content of the receipt file and populate the p7 variable with
the PKCS #7 container. */

p7 = d2i PKCS7 bio(b_p7, NULL);

/* ... Get the Apple Root CA from http://www.apple.com/certificateauthority
and load it into b_X509 ... */

/* Initialize b_x509 as an input BIO with a value of the Apple Root CA then
load it into X509 data structure. Then add the Apple Root CA to the structure.
*/

Apple = d2i X509 _bio(b_x509, NULL);

X509 STORE_add_cert(store, Apple);

/* Verify the signature. If the verification is correct, b_out will contain
the PKCS #7 payload and rc will be 1. */

int rc = PKCS7 verify(p7, NULL, store, NULL, b out, 0);

/* For additional security, you may verify the fingerprints of the issuer
certificates in the receipt. */

Listing 1-4 Parse the payload using asnlc

#include "Payload.h" /* This header file is generated by asnlc. */

/* The receipt payload and its size. */
void *pld = NULL;

size_t pld_sz;

/* Variables used to parse the payload. Both data types are declared in
Payload.h. */

Payload_t #*payload = NULL;

asn_dec _rval t rval;

/* ... Load the payload from the receipt file into pld and set pld sz to the
payload size ... */
/* Parse the buffer using the decoder function generated by asnlc. The

payload variable will contain the receipt attributes. */

rval = asn_ DEF Payload.ber decoder (NULL, &asn DEF Payload, (void **)&payload,
pld, pld_sz, 0);

Listing 1-5 Extract the receipt attributes



/* Variables used to store the receipt attributes. */
OCTET STRING t *bundle id = NULL;

OCTET_STRING_t *bundle version = NULL;

OCTET_STRING_t *opaque = NULL;

OCTET STRING_ t *hash = NULL;

/* Iterate over the receipt attributes, saving the values needed to compute
the GUID hash. */

size_t 1ij;
for (i = 0; i < payload->list.count; i++) {

ReceiptAttribute t *entry;

entry = payload->list.array[i];

switch (entry->type) {

case 2:
bundle id = &entry->value;
break;

case 3:
bundle version = &entry->value;
break;

case 4:
opaque = &entry->value;
break;

case 5:

hash

&entry->value;

break;

Listing 1-6 Compute the hash of the GUID

/* The GUID returned by copy mac_address() is a CFDataRef. Use
CFDataGetBytePtr() and CFDataGetLength() to get a pointer to the bytes that
make up the GUID and to get its length. */

UInt8 *guid = NULL;

size t guid sz;

/* Declare and initialize an EVP context for OpenSSL. */
EVP_MD CTX evp ctx;

EVP_MD CTX_ init(&evp_ctx);

/* A buffer for result of the hash computation. */
UInt8 digest[20];

/* Set up the EVP context to compute a SHA-1 digest. */

EVP DigestInit ex(&evp_ctx, EVP _shal(), NULL);



/* Concatenate the pieces to be hashed. They must be concatenated in this
order. */

EVP DigestUpdate(&evp ctx, guid, guid_sz);
EVP_DigestUpdate(&evp_ctx, opaque->buf, opaque->size);

EVP_DigestUpdate(&evp_ctx, bundle_id->buf, bundle_id->size);

/* Compute the hash, saving the result into the digest variable. */

EVP_DigestFinal ex(&evp_ctx, digest, NULL);

Sample Receipt

Listing 1-7 contains an example of a valid receipt for a machine with a GUID of 0017f2c4bcc0. To
save it to a file, select the entire listing and copy it. Then in Terminal, run the command pbpaste |
uudecode to save it as a file named Receipt in the current directory.

Listing 1-7 A sample valid receipt
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